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Logica Classica Proposicional

Poder Expressao:

Problema 1: Dada uma formula com
comprimento n e uma valoracao v para 0s
simbolos proposicionais. Qual a complexidade de
se calcular o valor para a atribuicé®

O(n)

Problema 2: Dada formulap com comprimento
n e m simbolos proposicionais. Verificar se existe
alguma valoracao gue satisfaz

O(2™.n) —NP-Completo

UnB2015 — p. 57?2



Logica Classica de 1 Ordem

Poder Expressao:

Problema 1 (Satisfabilidade):Dada uma
formulay uma estrutur@. Qual a complexidade
de calcular o valor verdade g&

Indecidivel

Problema 2 (Validade): Dada formulap.
Verificar se existe alguma estrutufasatisfazp.

Indecidivel
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Poder Expressao: Est. Finitas

Problema 1 (Satisfabilidade/Verificacao de
Modelos): Dada uma formula uma estrutura
finita £. Qual a complexidade de calcular valor

verdade de»?
PSPACECompleto

Problema 2 (Validade): Dada formulap.
Verificar se existe alguma estrutdmaita £ que

satisfazp.

Indecidivel
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Logicas Modais

Linguagem Modal

Conjunto de Proposicoes atomicas

pu=pleiAp2| @1 V| pr— 2| |
O | O

Op: todo mundo gue eu vejo marcpicomo V

Op: alguém gue eu vejo marcgucomo V
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Semantica Modal

Mundos Possiveis/Estados

Formulas séo avaliadas em grafos= (W, R)

W € um conjunto nao-vazio destados e

R é uma relacao binaria ey

O—C

QNG

]

Figura 1: Exemplo de um Frame.

L
A

UnB2015 — p. 97?2



Semantica Modal

Formulas s&o avaliadas em grafos= (W, R)

rotulados com proposicoes atomicas

modelo M = (F, V) onde
F = (W, R) éumframee
V' € uma funcio associa a caga conjunto
de estados nos quai verdadeiro

-©

w

N

]

©

©

p

.
AF

UnB2015 =-p. 107?



Satisfagao
M,w Ik pssew € V(p)(Vp € ®)
M, w &= —piff M, w lf o,
M,wl- ¢ — ¢ sseM,w F ¢ ou M,w Ik ¢
M,wl-@p A sseM,wlFpeM, wl- ¢
M,wl oV sseM,wl- ¢ ouM, wl- ¢

M, w IF Oy sse para toda’ € W sewRw' implica
M, w' Ik @

M, w IF $p sse existey’ € W, wRw' e M, w' I+ ¢

UnB2015 =-pn. 117?



Modalidades x Logica Modal

Modalidades

Tempo
Conhecimento: Saber e Acreditar
Obrigacao e Permicao
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Modalidades x Logica Modal

Modalidades

Tempo
Conhecimento: Saber e Acreditar
Obrigacao e Permicao

Logica Modal???

Sera que posso expresshmdalidadesem
LCPO?7??

Resposta e NAO
Modelo:
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Comlexidade e Expressividade

Verificacao de ModelosO (|| x ([W| + |R|))
Validade: paraK, T e S4é PSPACE-Completo.
Validade: paraS5é NP-Completo.

P C NP C PSPACEC EXPTIME

Validade: EXPTIME -Completo,

Logica Dinamica Proposicional PDL
Logica Epistémica Multi-agente (c/
Conhecimento Comum)

CTL - Computation Tree Logic (Tempotal)

u-Calculus (Menor Ponto Fixo)

UnB2015 =-pn. 1372



LOg. Epistémica Multi-agentes

Conjunto Finito de Agente§ = a, b, ¢, ...

Duas modalidades para cada agente

K,p - ana saber

B, - ana acredita enp

Bap = 7Kg

Modalidades de Grupos:

Eqp - 0 grupoG sabep

Cay - p € de conhecimento comum do grugo

UnB2015 - pn. 1477
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Modelando Conhecimento

Agentes ana ebeto
Carta contendo a informacao:

p = "ana ganhou R$ 1,00"
—-p = "ananao ganhou R$ 1,00"

envelope lacrado e sobre a mesa
O que ana e beto sabem?
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Modelando Conhecimento
Dois estados possivels para ana e beto

S1—a,b—g,
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Modelando Conhecimento
Dois estados possivels para ana e beto

s; = "ana ganhou R$ 1,08¢ p

s; = "ana ndo ganhou R$ 1,08 —p

ana e beto nao sabem se estaoseu s-
K,—K,p - ana sabe que beto nao sabe
Eqo—Kyp - 0 grupo sabe que beto nao sabe
Co—Kpp - conhecimento comum g beto in sabe

s1—a,b—g,
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LOgica Epistemica -
Alfabeto

Linguagem

® conj. contavel de simbolos prop.,
A conjunto finito de agentes,

— e A conectivos boo
K, uma modalidade
C'- uma modalidade

Linguagem

pu=p| T |=p]| e

ondep € ®,a € A.

eanos,
para cada agemte

para cada agemnte

Ny | Ko | Cop

UnB2015 —

n. 1777



Semantica
Um frame & um parf’ = (W, ~,) onde

IV @ um conjunto nao-vazio destados,

~, € uma relacao binaria para cada agente
Reflexiva
Transitiva
Simetrica

~GE— UaEG ~a

~¢, fecho reflexivo transitivo de-;

Um modelo € um parM = (F, V) onde
F = (W, R)éumframee

V' @ uma funcao que faz corresponder a todo
simb. propp € ¢ o conjunto de estados nos

quaisp e satisfeito, i.e.} : & — Pow(W).

UnB2015 =-pn. 1877




Semantica

Dada uma estruturdt = (S, ~,, V)

iff
iff
iff
iff
iff

s e Vi(p)

M., s
M, s

Vt: s ~,timplicaM,t
Vi : s ~g timplicaM,t

ks

—peM,s

= 1

|
. S

UnB2015 -p. 1977



Axiomatizacao

Axiomas

Tautologias proposicionais,

Ko(p = ) = (Kop = Ko),

Kq.p — ¢,

Koo — K, K,p (4 introspection),
K, — K,—K,p (— ntrospection),
Cale = ) = (Cap — Cav),

Cap — (o N EqCayp)

Ca(p — Ecp) — (¢ — Cayp) Inducao

O NO O owWDdE

Regras de infeencia
MP.o,o =9/ UG .p/Kup

UnB2015 - n. 2077
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Comlexidade e Expressividade

Verificacao de ModelosO (|| x (|W| + |R|))
Validade: EXPTIME -Completo

Modelo Finito

UnB2015 = pn. 2177
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Logica Modal:

Decidivels

Modelo Finito

Verificacao de Modelos Polinomial
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Logica Modal: Onde

Grafos Rotulados

Falar de propriedades que valem em grafos
rotulados

Propriedades que nao podem ser expressas em
LCPO

Fecho Transitivo: Iteracao, Conhecimento
Comum, Until

Ponto Fixo: Menor e Malor
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Logica Modal:

Modelo:

LOg. Modais correspondem ao fragmento de
LCPO Invariante por Bissimulacao
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Logica Modal:

Modelo:

LOg. Modais correspondem ao fragmento de
LCPO Invariante por Bissimulacao

Bissimulacao: Informalmentdsomorfismo
Parcial entre estruturas

LM nao distingui Modelos bissimilares

LM boa para falar de propriedades que sao
Invariantes por bissimulacao
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Logica Modal:

Hamiltonian Graphs:

Existe um ciclo gue percorre todos 0s nos
exatamente uma vez.

2 3 C

® o
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Logica Modal:

Hamiltonian Graphs:

Existe um ciclo gue percorre todos 0s nos
exatamente uma vez.

2 3 C

® o

5 4 d

Hamiltonian property is not modally definable.

O gque fazer??? Logicas Hibridas, Memory
Logics, etc...
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Modelo de Dolev & Yao

On the Security of Public Key Protocols

D. Dolev and A. Yao, EEE Transactions on
Information Theory, 29(2):198-208, 1983.

Model: Public Key Protocols

Perfect Criptography

—ormal Model to Verify Protocols
_ogical Level

NOT Encription Level.
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Modelo de Dolev & Yao
Model: Public Key Protocols

encryption function®'x (public)
decryption functionD x (known only by userX)
Requirements:

DyEx(M) =M

for any user” knowing E'x (M) does not reveal
anything aboufl/
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Example 1: Dolev & Yao Model
A sends msd/ to B

A— (A Eg(M),B)—=B
Intruder 7 intercepts the message sent franio B

Intruder” sends messade’, Ez(M), B)to B

A | B
(AaEB(]\A /EB(M)vB)
A

UnB2015 = n. 2977



Example 1: Dolev & Yao Model
B sends messadé3, £, (M), Z)to Z

A | B

(A,Ep(M),B) (B,Ez(M),Z)

Intruder”Z decodesv (M ) and obtains\/
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Example 2: Dolev & Yao Model

A sends ms@/ A to B andB replies to the user that
IS encrypted with the messagé and not to the sender

A— (A Eg(MA),B)—B
Intruder Z intercepts the message sent fragnto B

Intruder” sends messade’, Eg(MA),B)to B

A \ B
(AEB(M% A(MA%B)
A
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Example 2: Dolev & Yao Model
B sends messadé3, E (M B),Z)to Z

A | B

(A,Ep(MA),B) (B,EA(MB),Z)
A

IntruderZ cannotdecodeF 4(M B) to obtainM

It can be proved that this protocol in secure against
arbitrary behaviour of the intruder.

UnB2015 - p. 327?
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Rules : Dolev & Yao Model

These rules are not presented in the original pape

but they can easily be obtained from the theory
presented there.

We are assuming a skt= { K, ...} of keys

Encryption function{ M } i, which encrypt a
messagd/ under keyk .

An user can only decrypt a encrypted message
{ M} i if He knows the keyk .

Let’]" be all the informatiory has.

UnB2015 - p. 3372



Rules : Dolev & Yao Model

Reflexivity
M el
=M
Encryption Decryption
'K TrFHM TH{M}x THK
TH{M}g =M

Pair — Composition  Pair — Decomposition

T-M TFN TF(M,N) TF(MN)

T+ (M,N) THM THN

UnB2015 — n. 3477
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Proving Example 1

1. T = {2}

2. IntruderZ intercepts the message sent franto
BT = {Zv (Av (EB(M)a B))}

2.1 Applying reflexivity to 2.:
T'={Z, (A, (Es(M),B)} - Z

2.2 Applying reflexivity to 2.:
T'=1{Z,(A,(Eg(M), B)} F (A, (Eg(M), B)

2.3 Applying pair decomposition to 2.2:

2.4 Applying pair compositionto 2.1 and 2.3:

UnB2015 — p. 3577
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Proving Example 1

3. IntruderZ sends message’, Ez(M), B) to B:

4. B sends messadés, £, (M), Z)to Z.
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Proving Example 1

3. IntruderZ sends message’, Ez(M), B) to B:

4. B sends messadés, £, (M), Z)to Z.
I'=1{2,(A,(Ep(M),B)), (B, (Ez(M), Z))}
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Proving Example 1
3. IntruderZ sends message’, Ez(M ), B) to B:
1" = {Zv (Aa (EB(M)v B))}

4. B sends messadés, £, (M), Z)to Z.
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3.

4.

4.1
4.2
4.3

Intruder”Z sends messade’, Ez(M), B) to B:

B sends messadé, £, (M), Z) to Z:
I'=1{2,(A,(Ep(M),B)), (B, (Ez(M), Z))}

Reflexivity to 4.1+ (B, (Ez(M), Z))
Pair decompositionto 4.1+ (Ez (M), Z)
Pair decompositionto 4.2+ Ez (M)
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Proving Example 1
3. IntruderZ sends message’, Ez(M ), B) to B:
1" = {Zv (Aa (EB(M)v B))}

4. B sends messadés, £, (M), Z)to Z.
I'=1{2,(A,(Ep(M),B)), (B, (Ez(M), Z))}

4.1
4.2

4.3
4.4

Pair o
Pair o

Pair o

ecom

ecom
ecom

nosition to 4.1
nosition to 4.4

nosition to 4.4

Reflexivity to 4.1+ (B, (Ez(M), Z))

- (EZ(M)vz)
= Ez(M)

—- 4
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Proving Example 1
3. IntruderZ sends message’, Ez(M ), B) to B:
1" = {Zv (Aa (EB(M)v B))}

4. B sends messadés, £, (M), Z)to Z.
I'=1{2,(A,(Ep(M),B)), (B, (Ez(M), Z))}

4.1 Reflexivityto4..T'+ (B, (Ez (M), Z))
4.2 Pair decompositionto 4.3+ (Ez (M), Z)

4.3 Pair decompositionto 4.2+ Ez (M)
4.4 Pair decompositionto4.Z: + 7

4.5 Applying Decryption rule to 4.3 and 4.4 we
obtain:T' - M
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Expressions Equivalence

Reconciling Two Views of Cryptography (The
Computational Soundness of Formal
Encryption)

M. Abadi and P. Rogaway, IFIP International
Conference on Theoretical Computer Science
(IFIP TCS2000), Sendai, Japan, August 2000.
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Expressions Equivalence

Reconciling Two Views of Cryptography (The
Computational Soundness of Formal
Encryption)

M. Abadi and P. Rogaway, IFIP International
Conference on Theoretical Computer Science
(IFIP TCS2000), Sendai, Japan, August 2000.

Formal Approach to Encryption Models
X

Computational Model that considers issues of
Complexity and Probabllity

UnB2015 - pn. 3777
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Formal Encryption

Expression Equivalence
Two Expressions to be Equivalente

E1 — EQ
Two pieces of data “look the same”

O represents a ciphertext that an attacker cannot
decrypt.

If £ = 0O means that an attacker cannot decrypt
E.

Expressions are all the information that the
Intruder has intercepted.

UnB2015 - p. 3877



Language
Expressions

E =1 ‘ K|(E1,E2) ‘ {E}K ‘ L]
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Language
Expressions
E =1 ‘ K ‘ (El,Eg) ‘ {E}K ‘ []

wherei € {0, 1} - Bits (Messages)
K e {Ky,---}-Keys

O - undecryptable
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Rules

Rules are as in Dolev and Yao. L&t and /N be
expressions
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Rules

Rules are as in Dolev and Yao. L&t and /N be
expressions

M & 0OandM F 1
M~EM
if M - KandM + N, thenM + {N}g

if M {N}landM + K, thenM - N
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Rules

Rules are as in Dolev and Yao. L&t and /N be
expressions

M & 0OandM F 1
M~EM
if M - KandM + N, thenM + {N}g

if M - {N}xandM - K, thenM - N
If M F Ny andM Ns, thenM + (Nl,NQ)
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Rules

Rules are as in Dolev and Yao. L&t and /N be
expressions

M & 0OandM F 1
M~EM
if M - KandM + N, thenM + {N}g

if M - {N}xandM - K, thenM - N
If M F Ny andM Ns, thenM + (Nl,NQ)
If M F (Nl,NQ), thenM +— Ny andM + Ns

UnB2015 - n. 4077



Equivalence

Paterns Intuitively, it Is an expression that may
nave some parts that an attacker cannot decrypt.

_et]’ be a set of Keys
—unctionp(E,T) — E
p(K,T) = K
T) = i
(M,N), T) = (p(M,T),p(N,T))
{M}K, ) = {p(M,T)}K ZfKET

= O otherwise

p(7,
p(
4

patern(M) =p(M,{K | M - K})
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Equivalence
M = N iff patern(M) = patern(N)

Example: letl’ = { K, K3}

{({0} ks 11}k b, = (0,1} i) F iy

pattern({({O}Kl, {1}K2)}K3) —
pattern({(0,{1}x,)} k)

PO}k {1}y by, T) =
({0} k{13 i), T) b iy =
{((p({0} K, T), p({1}k,, T)) Y&y =
1O, {p(L,T) }k,) b ey =

{0, {1}k,)} K,
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Equivalence

Example (Cont.): lef’ = { K5, K3}

05k ) by = U0 UL k) Fies
pattern({(10}x,, 11} r,) 1 ics) =

pattern({(D, {1}K2)}K3)

M = N iff patern(M) = patern(N)

M=ZNIiff M =No , olsarenaing function

If we can provelM = 0O, thenM is
undecryptable
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Spi Calculus

A Calculus for Cryptographic Protocols: The
Spi Calculus

M. Abadi and A. Gordon. Information and
Computation, 148(1): 1-70, 1999.
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Spi Calculus

A Calculus for Cryptographic Protocols: The
Spi Calculus

M. Abadi and A. Gordon. Information and
Computation, 148(1): 1-70, 1999.

Similar to ther-Calculus

Process Algebras

Terms are processes

Equivalence Relation: Bisimulation

UnB2015 — n. 4477



Language - Spi Calculus

The language of the Spi-Calculus is very similar
to the Pi-Caculus.

In the standard Pi-Calculus terms are only names.

Terms:
LM, N = Terms
n name
(M,N) pair
0 Zero

suc(M) successor
X variable
{M}y shared-key encryption
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Processes - Spi Calculus

P,Q. R .=

M(N).P
M(z).P
Pl
(V)P
P
M is N|P
0
let (x,y) = M in P
case M of 0: suc(x): Q)
case L of {x}nin P

Processes
output

Input

parallel compc
restriction
replication
match

nul

pair splitting
Integer case
shared-key de
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Language - Spi Calculus

ProcessM is N|P behaves as P provided that
terms M and N are the same; otherwise It Is stuck,
that Is, It does nothing.
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Language - Spi Calculus

ProcessM is N|P behaves as P provided that
terms M and N are the same; otherwise It Is stuck,
that Is, It does nothing.

Procesget (x,y) = M in P behaves as
P|N/x||L/y] if term M is the pair(N, L).
Otherwise, the process Is stuck.

Processase M of 0: suc(z) : () behaves a®
if term M is 0, as@Q[N/x] if M is suc(N).
Otherwise, the process Is stuck.

Processase L of {x}y in P attempts to decrypt
the term L with the key N. If L is a ciphertext of
the form{ M } 5, then the process behaves as

P|M /z]. Otherwise, the process is stuck.

UnB2015 =n. 4777



Example - Spi Calculus

Example with key establishment
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Wide Mouthed Frog
3 agents:A, B andS (server)
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Example - Spi Calculus

Example with key establishment
Wide Mouthed Frog
3 agents:A, B andS (server)

A and B share keys< 45 and K 53 repectively
with serverS

UnB2015 - pn. 4877



Example - Spi Calculus

Protocol:
A creates a keys 45
A send keyK 45 under encriptionk 45

S decript the mesage and send K€y under
encriptionKsp

A send mesagé/ under encriptionk 45

A {KaB}K 44 g {KaB}kgp B

UnB2015 - pn. 4977



Example - Spi Calculus

Protocol

A(M) =
(vKap)(Cas({KaB}ias) - (Cap({ M}k ,a5))

S = cas(x).case v of {y}i,q in Csp{{Y}Ksp)
B = csp(z).case x of {y} ks in
cap(z).case z of {w}, in F(w)

Inst(M) = (VK 45)(vKsp)(A(M) | S| B)
Since all communication Is protected by

encryption, communication can take place
through public channelg:4g, csp andcyp

UnB2015 - n. 5077
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Secrecy - Spi Calculus

Secrecy Inst(M) ~ Inst(M'), if
F(M) ~ F(M') for all M and M’

Secrecy The messagé/ cannot be read In
transit fromA to B: if ' does not reveal/ , then
the whole protocol does not revedl.

The secrecy property can be stated in terms of
equivalences: it (M) ~ F(M' for all M and

M'" ,theninst(M) ~ Inst(M'). This means that
if F'(M) is indistinguishable fron#'(M'), then
the protocol with messag¥ is indistinguishable
from the protocol with messag¥’ .

UnB2015 - pn. 5177
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Authenticity - Spi Calculus

Authenticity : Inst(M) ~ Instgy..(M), for all
M

Authenticity :

B = csp(z).case x of {y} i, in
cap(z).case z of {w}, in F(w)

Bspec — CSB('CC)‘CGJS6 L Of {y}KSB mn
cap(z).case z of {w}, in F(M)

Instespe 1S Inst substitutingB by Bespec

Authenticity : The run of the protocol is not
affected by any message that an intruder can sen
to B,

UnB2015 - pn. 527?



Summary - Spi Calculus

Equivalence between processes: Bisimulation

UnB2015 - p. 5377



Summary - Spi Calculus

Equivalence between processes: Bisimulation

Secrecy Inst(M) ~ Inst(M'), if
F(M) ~ F(M') for all M and M’

UnB2015 - p. 5377



Summary - Spi Calculus

Equivalence between processes: Bisimulation

Secrecy Inst(M) ~ Inst(M'), if
F(M) ~ F(M') for all M and M’

Secrecy The messagé/ cannot be read In
transit fromA to B

UnB2015 - p. 5377



Summary - Spi Calculus

Equivalence between processes: Bisimulation
Secrecy Inst(M) ~ Inst(M'), if
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Summary - Spi Calculus

Equivalence between processes: Bisimulation
Secrecy Inst(M) ~ Inst(M'), if
F(M) ~ F(M') for all M and M’

Secrecy The messagé/ cannot be read In
transit fromA to B

Authenticity : Inst(M) ~ Instgy..(M), for all
M

Authenticity : The run of the protocol is not
affected by any message that an intruder can sen
to B

UnB2015 - p. 5377



BAN Logic

A Logic of Authentication - BAN Logic

M. Burrows, M. Abadi, and R. Needham. ACM
Transactions on Computer Systems, 8:18-36,
1990.
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M. Burrows, M. Abadi, and R. Needham. ACM
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Transactions on Computer Systems, 8:18-36,
1990.
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BAN Logic

A Logic of Authentication - BAN Logic
M. Burrows, M. Abadi, and R. Needham. ACM

Transactions on Computer Systems, 8:18-36,
1990.

It Is hard to call it dogic
It look likes Hoare Logic/Rules
Set of Rules to manipulate assertions

UnB2015 — n. 5477
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Notation - BAN Logic

Notation

A, B and.S, denote specific principals;

K., K., and K., denote specific shared keys;
K,, K, and K, denote specific public keys;
K1, K, 'and K !, denote the corresponding
secret key;

N,, N, and N, denote specific statements;

P, () and R, range over principals;

X andY’, range over statements;

K, ranges over encryption keys.
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Sintaxe- BAN Logic

The only propositional connective Is conjunction,
denoted by a comma.
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Sintaxe- BAN Logic

The only propositional connective Is conjunction,
denoted by a comma.

Conjunctions as sets: properties such as
associativity and commutativity.
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P seesX;
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P controls X: P has jurisdiction ovelX;
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Sintaxe- BAN Logic

The only propositional connective Is conjunction,
denoted by a comma.

Conjunctions as sets: properties such as
associativity and commutativity.

P believesX,

P seesX;

P said X;

P controls X: P has jurisdiction ovelX;
fresh(X): The formulaX is fresh;

UnB2015 - n. 5677



Sintaxe - BAN Logic

P & () P and@ may use the shared key K to
communicate;
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Sintaxe - BAN Logic

P & () P and@ may use the shared key K to
communicate;

A P: PhasKas a public key;

X :
P = (): The formulaX Is a secret known only to
P andQ;

{ X'} k: This represent the formuld encrypted
under the key K.

(X)y: This represenk combined with the
formulaY . In implementationsX Is simply
concatenated with the passwadrd
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Logical Postulates - BAN Logic

Message-meaningrules for interpretation of
messages.

For shared keys

Pbelieves Q<+P, Psees{X}g
P believes () said X

For public keys

Pbelieves 5 ), Psees{X}y-
P believes () said X
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Logical Postulates - BAN Logic

Message-meaningrules for interpretation of
messages.

For shared secrets

Y
Pbelieves() = P, Psees(X)y
P believes () said X
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Logical Postulates - BAN Logic

Jurisdiction:

P believes () controls X, P believes () believes X
P believes X
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Logical Postulates - BAN Logic

Principal sees:

Psees(X,Y) Psees (X)y
Psees X Psees X

PbelievesQ < P, Psees{X}g
Psees X




Logical Postulates - BAN Logic

Principal sees:

Pbelieves = P, P sees { X}k
Psees X

Pbelieves > (), Psees{X}x
P sees X




Logical Postulates - BAN Logic

Fresh:

Pbelieves fresh(X)
Pbelieves fresh(X,Y)
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Quantifiers - BAN Logic

Quantifiers in Delegations

A believesS controls A & B

Abelieves VK.(S controls A < B)

Abelieves VK.(S controls B controls A < B)

PbelievesVV; ... V,.(Q) controls X)
P believes ()’ controls X'
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Example 1: Dolev & Yao Model
A sends msd/ to B

A— (A Eg(M),B)—=B
Intruder 7 intercepts the message sent franio B

Intruder” sends messade’, Ez(M), B)to B

A | B
(AaEB(]\A /EB(M)vB)
A
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Example 1: Dolev & Yao Model
B sends messadé3, £, (M), Z)to Z

A | B

(A,Ep(M),B) (B,Ez(M),Z)

Intruder”Z decodesv (M ) and obtains\/
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Example - BAN Logic

my:A— B:{m}g,

my: 4 — B:{m}g,

ms: B — Z :{m}g,

B believesA <% B

Z believesB +% Z

my : Z sees{m}g,

ms : B sees{m}g,

B seesn  rule principal sees
ms : Z sees{m}g,

Z seesn  rule principal sees

UnB2015 - pn. 6877
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Reasoning about Knowledge in Protocols

What kind of knowledge?
Knowledge about

Keys,

Messages
Encription/Decription,
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Dolev/Yao Epistemic Logic
Dolev/Yao Multi-Agent Epistemic Logi&S5py

Reasoning about Knowledge in Protocols

What kind of knowledge?
Knowledge about

Keys,

Messages
Encription/Decription,
Concatenation

Agents and Groups and so on

UnB2015 - n. 6977



Language -S5pvy

Formulas are built from expressions and not only
from proposition symbols.
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Language -S5pvy

Formulas are built from expressions and not only
from proposition symbols.

An expression Is any peace of information that

can be encrypted, decrypted or concatenated In
order to be communicated.

SHpy Alphabet

a set® of countably many proposition symbols,
a finite set4 of agents,

a set of keydC = {ky,--- },

the boolean connectivesandA,

modalitiesk, for each agent.

UnB2015 = n. 7077



Example 1: Dolev & Yao - Cont.
A sends msd/ to B

A— (A Eg(M),B)—=B
Intruder 7 intercepts the message sent franio B

Intruder” sends messade’, Ez(M), B)to B

A | B
(AaEB(]\A /EB(M)vB)
A
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Example 1: Dolev & Yao - Cont.
B sends messadé3, £, (M), Z)to Z

A | B

(A,Ep(M),B) (B,Ez(M),Z)

Intruder”Z decodesv (M ) and obtains\/
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Proving Example 1

KBy ={Kuakap, Kpkap, Kpkpz, Kzkpz, Kam}

sendap({m} )|

Z inteceptsi
KBy = KByU Kz{m}..
sendZB({m}kAB)l

KBy := KBiUKg{m},,
Kpm ax.7.

Kg{m}y,, ax.6.
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Proving Example 1
KBy := KB, UKg{m},,

Kgm ax.7.

Kg{m}y,, ax.6.
sendBZ({m}kBZ)l

KBy := KBy U Kz{m}y,,,

Kom ax.7

IntruderZ knows M
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Example 2: Dolev & Yao Model

A sends ms@/ A to B andB replies to the user that
IS encrypted with the messagé and not to the sender

A— (A Eg(MA),B)—B
Intruder Z intercepts the message sent fragnto B

Intruder” sends messade’, Eg(MA),B)to B

A \ B
(AEB(M% A(MA%B)
A

UnB2015 =n. 7677



Example 2: Dolev & Yao Model
B sends messadé3, E (M B),Z)to Z

A | B

(A,Ep(MA),B) (B,EA(MB),Z)
A

IntruderZ cannotdecodeF 4(M B) to obtainM

It can be proved that this protocol in secure against
arbitrary behaviour of the intruder.
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Proving example 2 Dolev & Yao I85py

Three agents!, B and~Z.
Kxy = Kyx for every ageniX andY’.

Initial Knowledge:

KBy ={Kakap, Kpkap, Kgkpz, Kzkpz, Kym}
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Proving Example 2

KBy ={Kuakap, Kpkap, Kpkpz, Kzkpz, Kam}
KByt KA(kAB,m)

KBO - KA{(kABa m)}kAB az. 6

sendAB({(]fABam)}kAB)

Z intecepts
KBy := KByU Kz{(kag,m)}i.s
SendZB({(kAva)}kAB)l

KBy . = KBy U KB{(kABa m)}kAB

UnB2015 =pn. 7977



Proving Example 2

KBy .= KBy U KB{(kABa m)}kAB
Kp(kag,m) ax.T7.

Kpm ax. 8.

KB{(kABa m)}kAB az. 6.
Sende({<kABam>}kAB)l
KBs := KBy U Kz{(kap,m) } 1.5

K Bs H Kzm

UnB2015 - n. 8077



More Examples

Third example of the original article of Dolev &
Yao
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Third example of the original article of Dolev &
Yao

Kerberos Protocol
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More Examples

Third example of the original article of Dolev &
Yao

Kerberos Protocol

Andrew Secure RPC Handshake Protocol
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Adding Actions toS5py
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Adding Actions

Adding Actions toS5py

In all protocols - Actions are executed in the
Meta-level
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Adding Actions

Adding Actions toS5py

In all protocols - Actions are executed in the
Meta-level

Internalizing Actions t&5py
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Adding Actions

Adding Actions toS5py

In all protocols - Actions are executed in the
Meta-level

Internalizing Actions t&5py

Action Dolev/Yao Multi-Agent Epistemic Logic
S5,
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Adding Common Knowledge t85py
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Adding Common Knowledge t85py

Adding Actions toS5py
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Future Works

Adding Common Knowledge t85py
Adding Actions toS5py

Computational Complexity
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Future Works

Adding Common Knowledge t85py
Adding Actions toS5py
Computational Complexity

Model Checking Algorithms

UnB2015 - pn. 8372
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