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Interpreting Int on the basis of proof
Kolmogorov 1932, Godel 1933

Int — S4 — ? — Classical proofs

AD A
O(A>B)>0OADOB
0A D O0A

+ MP + Nec

N
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Interpreting Int on the basis of proof
Kolmogorov 1932, Godel 1933

Int — S4 — ? — Classical proofs

AD A
O(A>B)>0OADOB
0A D O0A

+ MP + Nec

N

@ Reading 0A as Jz.Proof(x,” A™) problematic
S4 theorem O(—O L) expresses Con(PA) provable in PA
@ Observed by Gddel [Gddel:1933] who posed two problems:
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Interpreting Int on the basis of proof
Kolmogorov 1932, Godel 1933

Int — S4 — ? — Classical proofs
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O(A>B)>0OADOB
0A D O0A

+ MP + Nec

N

@ Reading 0A as Jz.Proof(x,” A™) problematic

S4 theorem O(—O L) expresses Con(PA) provable in PA
@ Observed by Godel [Gddel:1933] who posed two problems:
@ modal logic of formal provability predicate 3z.Proof(z,” A7)
@ exact intended provability semantics for S4
@ Both have been addressed
@ Solovay [Solovay:1976] (completeness of Léb’s logic)
@ Artemov [Artemov:1994] (JL)
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Provability Logic or Godel-Lob Logic (GL)

Problem 1: Modal logic of formal provability predicate 3x.Proof(z," A™)

O(AD>B)>0OAD>0OB
O(CAD> A) >DOA

+ MP + Nec

4 [OA D> O0OA (derivable)

= =

@ Def. Modal proposition A always provable if A* provable in PA for
any arithmetical interpretation _*.

@ [Solovay:1976] (arithmetical completeness of GL): GL is sound
and complete w.r.t. always provable propositions
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Justification Logic (formerly, The Logic of Proofs)

Problem 2: Exact intended provability semantics for S4 [Artemov:1994]

@ In logics of knowledge we read [JA as “A is known”
@ In JL we write s::A and read “A is known for explicit reason s”

(z b
Int < S4 <5 JL5 Classical proofs

a. Realization theorem
b. Arithmetical soundness and completeness
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Justification Logic

s,t u= clx|s-t|ls|s+t proof polynomials
A,B == P|ADB|s:A propositions

A0 Finite set of axiom schemes of classical logic
Al s:ADA
A2 s:(ADB)D(tiADs-tiB)
A3 s:ADlsisiA
Ad siADs+HtiAtiAD s+ EEA
+ MP
+ Nec: A axiom A0-A4, and c proof
constant, implies - ¢::A

v

Constant specification: set ¢:: A1, ..., ¢, i A, Where A; axiom A0-A4
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Metatheory 1/2

@ Deduction
I'AF BimpliesTHA DB
@ Lifing
s, A+ Aimplies 3t(Z, i) s.t. s,y A F ¢(5, 7)) A
» Internalization (Corollary)
A F Aimplies 3t(y) s.t. A F i(y):A

@ DP [Krupski:2006]

FsiAvt:Bimpliest si:Aortkti:B
@ Multiconclusion

FstAANtiB D (s+t)tAN(s+1t):B
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Metatheory 2/2

Realization theorem

@ Forgetful projection _°: replace s::B with OB
JL + A implies S4 - A°

@ For the converse define a JL-Realization " as

» assignment of proof polynomials to all occurrences of [
» normal if all negative occurrences of (I are realized as proof
variables

Realization Theorem [Artemov:1994]
S4 + A implies JL = A", for some normal JL-Realization "
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Metatheory 2/2

Realization Theorem continued

@ Therole of A4 (s::A D (s +t)A,tiA D (s + 1)1 A)

AFAVB
A AVB Bravh
BLAVE zuAF (a-2):(AV B)
A+ C(AV B) y:BF(b-y):(AVB)
... A4 used here
OB+ O(AV B)

ruAF(a-x+b-y):: (AVB)
yu:BF(a-x+0b-y):: (AVB)
DAVyuBF(a-z+b-y): (AVB)

OAvVOBFO(AV B)

8
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Metatheory 2/2

Realization Theorem continued

@ Artemov’s original proof was by induction on cut-free Gentzen
derivation of S4-theorem; yielded algorithm for decorating [CIs

@ [Breshnev,Kuznets:2006]: Similar but produces proof polynomials
of at most quadratic length

@ Self-referentiality (i.e. propositions of the form c::A(c)) are
required in order to realize all S4-theorems (eg. -J(R A -JR))
[Breshnev,Kuznets:2006]

@ Use of A4 can be dispensed with if we allow non-injective
specification sets and non-normal realizations [Kuznets:2009,
ArtemovBeklemishev:2004]

@ Semantic proof of Realization Theorem [Fitting:2009]
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Semantics 1/2

@ Provability semantics [Artemov:1994]

JL(CS)  Aiff PA F A* for any C'S-interpretation *
C'S-interpretation: arithmetical interpretation where each constant
in C'S is mapped to a provable formula in PA

@ Justification semantics [Mkrtychev:1997]
M = (A,I) where I usual truth evaluations of prop. letters and A
predicate that verifies

» A(s,AD B)and A(t, A) implies A(s - t, B)
» A(t, A) implies A(!t, A)
» A(s, A) or A(t, A) implies A(s + ¢, A)
Truth of modal propositions
IFs:Aiff A(s,A)and IF A
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Semantics 2/2

@ Kripke-style semantics [Fitting:2003,2005]
(G, R) frame
& evidence function on (G, R) if for all proof polynomials s and ¢,
for all formulas Aand B ,andforallT';A € G
@ Application A > B € £(T,s) and A € £(T,t) implies B € £(T, s - t);
@ Monotonicity TRA implies £(T,t) C (A, t);
© Proof Checker A € £(T, t) implies t::A € £(T, !t); and
Q Sum &M, s) UED,t) CET,s+1t)
M= (G,R,E,V) is aweak JL-model provided (G, R) is a frame
with R reflexive and transitive, £ is an evidence function on (G, R),
and V is a mapping from propositional variables to subsets of G.

@ Categorical semantics [Lengyel:2009]
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Quantification

@ Over individuals

» Example: c¢(y)::(Vz.A(z) D A(y)), uiVe.A(z) D (c(y) - u):A(y)
» Set of valid formulas not RE [Artemov,Sidon-Yavorskaya:2001]

@ Over proof variables

» Example: 3z.x: A (=0A)
» Set of valid formulas not RE [Yavorsky:2002]
» Another approach:
* Completeness for a fragment of JL+axioms for quantification
[Fitting:2005]
* Kripke-style semantics
* Connection with arithmetic broken but could still be useful for CS
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e Hypothetical Justification Logic
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Programming idiom behind JL?

@ Develop proof theory of Hypothetical JL

@ Explore Curry-de Bruijn Howard correspondence

@ Reflect hypothetical reasoning

@ Logic aware of its proofs = programs that coexist with type
derivations in a unified setting

@ We will restrict our attention to the minimal fragment without plus
(JL™)
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Natural Deduction for JL of [Artemov:1998]

") : S8 uBM) — M
o A EeA o) - M

s:4 t: A 2 U(P(M,N)) — U(M)U(N)
(s+t):A (s+):A c:A U(Si(M)) — UM)
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Natural Deduction for JL of [Artemov:1998]

s:(ADB) t:A s:A st A

- > UBON) - M
(s-t): A A ls:is: A Ae) -
s: A t: A 2 U(P(M,N)) — UM)U(N)
(s+t):A (s+t):A c:A U(S;(M)) — U(M)

@ We seek to reflect expressions (proof polynomials) encoding
natural deduction proofs

@ Well-behaved introduction/elimination inference schemes
(Inversion Principle)
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Hypothetical judgements

@ Hypothetical judgements

v 2 Ay walid, . .. v, : A, valid
ay : By true, ..., ay, : By, true
or

AT HA|s
@ Rooted in similar analysis for S4 [Pfenning,Davies:2001, (based
on) Martin-L6f:1985]

@ Context split allows for better behaved natural deduction
presentation [Bierman, de Paiva]

F o Atruel|s

Depto..de Matematica, Universidade de Brasi
E.B. (UNQ, CONICET) CdBH for JL /54



Basic inference schemes of S4 Modal Logic

A;THA J
H mH
AT,a: AT'FA Av:AANTEA
A;T,a: A- B ATHFADB A;THA
ol OE
A;THADB A;TEB
A;-HA
— [l
AT HOA

AT HOA Av: A TEC
AT HC

UE
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Basic inference schemes of JL."

ATHA|s J

H mH
AT a: AT'FA|a Av: AN THA|v

A;Tya: AF B s | A;THFADB|s ATHEANG e
> D)
A;THFADB | Aa: Ass A;THBs-t
A;-FAls
AT EstAlls

ATHEriAls Aw: ATHC|T
AT HCY |LETu: A= sINt
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Basic inference schemes of JL."

ATHA|s J

H mH
AT a: AT'FA|a Av: AN THA|v

A;Tya: AF B s | A;THFADB|s ATHEANG e
> D)
A;THFADB | Aa: Ass A;THBs-t
A;-FAls

—— 0Ol <=1 Logical awareness/reflection
AT EstAlls

ATHEriAls Aw: ATHC|T
AT HCY |LETu: A= sINt
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Sample derivation

———  mH
w: A FA|lw

al
w:A;-FwiA |lw

H al
ca:stAbEstAla w:Aja:stAFR lwiwsA |l O
sa:stAFIstustA|LETw : A=alN!lw |
D)

ek stADlIsistAl da stALETw : A=alINllw
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Computational reading of a program of type s : A?

Via normalisation

@ Compute value of type A and
justify it (include some encoding
of proof code s)
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Computational reading of a program of type s : A?

Via normalisation

@ Compute value of type A and

justify it (include some encoding s
of proof code s) A -

@ Logical awareness: computation 01 01
will produce non-typable st A st A
programs )
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Computational reading of a program of type s : A?

Via normalisation

@ Compute value of type A and

justify it (include some encoding i s :
of proof code s) A =
@ Logical awareness: computation 01 01
will produce non-typable st A st A
programs )
v:Aja: AFAla
Dl
viA;-FADA| X Aa viA-FA|w
OE

viA;-FA|l(Aa:Aa)-v
]

viA;-F(Aa: Aa)-viAl((Aa: Aa) - o)

E.B. (UNQ, CONICET) CdBH for JL
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Computational reading of a program of type s : A?

Via normalisation

@ Compute value of type A and

justify it (include some encoding i s :
of proof code s) A =
@ Logical awareness: computation 01 01
will produce non-typable st A st A
programs )
v:Aja: AFAla
Dl
viA;-FADA| X Aa viA-FA|w
OE

viA;-FA|l(Aa:Aa)-v
]

viA;-F(Aa: Aa)-viAl((Aa: Aa) - o)
viA;-FA|w
viA;-F (Qa:Aa)-viA((Aa: Aa)-v)

]
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Computational reading of a program of type s : A?

Via normalisation

@ Compute value of type A and

justify it (include some encoding s :
of proof code s) A =
@ Logical awareness: computation 01 01
will produce non-typable st A st A
programs )
viAja: AFAla
Dl
viA;-FADA|Na: Aa viA;-FA|w
OE
viA;-FA|l(Aa:Aa)-v
ol
v:iA;-F(Aa:Aa)-viAl((Aa: Aa) - o)
v:iA-FA|R
i ol

v:A;- - EONRNORE : A |!((\a: Aa)-v)
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Recovering Subject Reduction

Proofs reflected in object logic
& Reduction relates proofs
Proof code compatibility
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Recovering Subject Reduction

Proofs reflected in object logic
& Reduction relates proofs
Proof code compatibility

A;THEA|s AT HEq(A, s,t) e
Eq
ATEA|G J

Compatibility code constructors (sample)

e == t(N)
; ba([a : A]M,N)|bb([v: A]M,N)

ap&(e, t(N)) [ le€(e, [v : AJe(M))
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Recovering Subject Reduction

A;THEA|s A;TEEq(A s t) | e
Eq
A;THEA|G
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Recovering Subject Reduction

A;THA|s A;THEq(A, s, t) e
Eq
A;THA|G

LetA=v:Aands=(la:Aa) vin

Aja:AFAla
D
A;-FADA|Xa: Aa A;-FAlw
DOE
A;-HAls
al
A;-FsuAlls
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Recovering Subject Reduction

A;THEA|s A;THEq(A, s t)|e
Eq
A;THA|G

LetA=v:Aands=(la:Aa) vin

.
As;-HA|w A;-+FEq(A,v,s) | ba(a?.a,v)
Eq
A;-FAls
A;-FsuAlls

dl
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Normalisation as Rewriting

(\a: A.M) N 5 ba(la: AIM,N) » M
LETv: A=NINM 53 bb(o: AJM,N) » (M5,
(e M) N > aple,x(N))» M- N

LETv: A=cp NINM 2H"

le€(e,[v: Ale(M))» LETv: A= NINM

Define:

e del B B3 okt
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Properties of %

@ Can be encoded as orthog., higher-order, pattern rewrite system

All orthogonal higher-order rewrite systems are confluent
[TERESE:2003] J

@ Encoding yields non-erasing and fully-extended system

Non-erasing, orthogonal and fully-extended second-order
rewrite systems are uniformly normalising
[Khasidashvili,Ogawa,vanOostrom:2001]

» A rewrite system is uniformly normalising if all its steps preserve the
possibility of infinite reductions.
» SN follows hence from WN
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Sample reduction

I-(I-b)

where I = \a : A.a
Two different (cofinal!) reductions in standard lambda calculus

I-(1-0) 5710
I-(I-0) 310
“Syntactic accident” [Lévy:1978]
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Sample reduction

B

Reductions in 23 (no longer cofinal)

I-(I-0) 5 1 (ba(a: Ala,b) » b)
I-(1-b) 5 ba(a: Ala, (I b)»1-b

What does confluence of > say about Bo
@ All normalizing derivations from a term M are Lévy permutation
equivalent

@ Not new [Lévy:1978, TERESE:2003], but labels (i.e. evidence)
justified logically

Depto..de Matematica, Universidade de Brasi
E.B. (UNQ, CONICET) CdBH for JL /54



e History-Aware Computation
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Reuvisiting the introduction scheme for the Modality

@ Eq permutes past all inference schemes...except for I,
suggesting:

AFAls
ol
A;TEsA|ls
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Reuvisiting the introduction scheme for the Modality

@ Eq permutes past all inference schemes...except for I,
suggesting:

AFA|s A;-FEq(Ast)|e A;THAs A;THEq(A,s,t) | e
Ol Eq
AT HEEA | A;THA|E J

@ If e is interpreted as the computation history or trail, then Ol may
be seen to

» Introduce audited computation units
» Trails are locally scoped
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Reuvisiting the introduction scheme for the Modality

AFA|s A;-FEq(4,s,t) e ATHEA|s ATEEq(A s t) | e
Ol Eq
AT EEzA |t A;THEAE
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Reuvisiting the introduction scheme for the Modality

AFA|s A;-FEq(4,s,t) e A;THEA|s A;TEEq(A s t) | e
] Eq
AT HEzA |t A;THEA|G J

letA=v:Aands=(la:Aa) vin

Aja:AFAla
A;-I—ADAMa:A.aDl A FAlw o
A;-FAls o F A;‘I—Eq(/i7s,s)|t(s)
A;-FsuAlls -
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Reuvisiting the introduction scheme for the Modality

AFA|s A;-FEq(A4,s,t) e A;THEA|s ATEEq(A s, t)|e
ol Eq
AT EEzA |t A;THEA|G J

LetA=v:Aands=(la:Aa)-vin

D)
A-HAL A Eq(A,v,.s) | ba(a®.a,v) 1
A F Al M AL E (s ()
As-FsuAlls .
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Reuvisiting the introduction scheme for the Modality

AFA|s A;-FEq(A4,s,t) e A;THEA|s ATEEq(A s, t)|e
ol Eq
AT EEzA |t A;THEA|G

LetA=v:Aands=(la:Aa)-vin

@
Ak Al v Ak Eq(4,v,s) | ba(ata,v) S
At Al A Ea(s o) ()
As-FsuAls -
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Reuvisiting the introduction scheme for the Modality

AFA|s A;-FEq(A4,s,t) e A;THA|s A;THEq(A s, t) | e
ol Eq
A;THEEzA |t ATHA|E J

lLetA=v:Aands=(la:Aa) vin

:
A;-FAl v A;-FEq(Av,s) | tbala?.a,v),t(s))
m]
A;-FsuAlls
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Trail access

Reaching out to programming languages

A Eq A‘, s s
( ) ar
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Trail access

Reaching out to programming languages

GBO{ : B
A e
A Eq(A, s, s)
s A

ar
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Trail access

Reaching out to programming languages

© OB
HBq:B ‘at

E.B. (UNQ, CONICET) CdBH for JL



Trail access

Reaching out to programming languages
B,
0% : B o
s Te

A Eq(A, s, s)

07 ) o
<A A Eq(A,s",s) ar
s A

@ 0P traverses e to obtain term of type B (eg. count j3 steps;
B = Nat)
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Trail access

Reaching out to programming languages

0% : B _ )
s . € B
A By(A,s's) 8 ;
A Eq(A,s" s
s A q( ) 07
s: A

@ 0P traverses e to obtain term of type B (eg. count j3 steps;
B = Nat)

@ Trail variables are affine in nature
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Trail access

Reaching out to programming languages

6P : B _ :
s L€ B

A Eq(A, s, s)

07 ) o
<A A Eq(A,s",s) ar
s: A

@ 0P traverses e to obtain term of type B (eg. count j3 steps;
B = Nat)
@ Trail variables are affine in nature
@ Final form for (11
A;XEAls Ay Y EEq(A s t) e
AT Y FSanA| St

ol
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Inference schemes — summary

AT YR A s J
a:Ael u:A¥] €A Yo C¥
—H mH
AT Aa AT Y FA| (w0)
AT 5 FADB|s AT,a: A;SF B|s
A;FQ;ZQFA|15 SE O
AT10:S10F B st A;T;2FADB| Aa: As
A;5XEA|s AT 8 F XAl s
A Y Eq(A.s.t) e o Acu: AYTo: Y EC |t OE
AT Y FEXtzA| St A;T9;31 0 F O | LET(u: A[X)L, )

AT Als A T; 2 FEq(A,s,8) | e
E

a:EqA)ex A;;-FTP|68
-
AT EFEA|E

AT; SR B | ab?
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Term assignment for JL — \*

M = a|X:AM|MM  Standard
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Term assignment for JL — \*

M

E.B. (UNQ, CONICET)

M
(u:0)

letu: A[X] = Min M

ab®B
e>M

CdBH for JL

Standard

Audited computation unit
Audited unit variable
Audited unit composition
Audit trail lookup

Partial trail



Term assignment for JL — \*

M == ... Standard
| M Audited computation unit
| (u;0) Audited unit variable
| letu: A[X] = Min M Audited unit composition
| af? Audit trail lookup
| e M Partial trail
@) =1
¢ if afN > 5 then 1 else 2 QN(BD) < 9
') = 0
“If more than five 3 steps have i) Y Xa:Na
been applied in the audited unit, V() L Na:NAb:Na+b
then return 1 else return 2” N QApp) X Na:NAb:Na+b
EB. (UNQ, CONICET) e Depto. de Matematica, Universidade de/Bsr:lsi



Operational Semantics of A" — CBV

Typed term reduction

Vo ou= al|l{wo)|a: AM|IZV Values
(95 = {Cl/‘/l,...,clo/‘/lo}
& = O|EM|V E|letu: A[lX]=Ein M  Evaluation contexts
| !§5|04{61/‘/1,...,Cj/‘/}',Cj+1/g7...}
F o ou= O|FM|V Flletu:[X]=FinM  Lookup contexts
E[M]— E[N] if M — N where
(Aa: AM)V —p ba(a’.st)> My,
letw: A[S] =Vin N —p bbutlt, L.5) > Ng o,
PFabB] —p ZFITHY, ) > eby]
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Operational Semantics of A" — CBV

Typed term reduction

Vo ou= al|l{wo)|a: AM|IZV Values

05 = {Cl/‘/l,...,clo/‘/lo}

& = O|EM|V E|letu: A[lX]=Ein M  Evaluation contexts
| !?5‘Oé{Cl/‘/l,...,Cj/‘/},Cj+1/g7...}

F o ou= O|FM|V Flletu:[X]=FinM  Lookup contexts

E[M]— E[N] if M — N where

(Aa:AM)V  —5 ba(a’.s,t)> Mg,
letu: A[S] =CVin N —py bb(ule, Ss) > NE o
PFabB] —p ZFITHY, ) > eby]

Trail normalisation: occurrences of e > M are further normalised by shifting e
towards its enclosing audited unit (reduction schemes omitted)

v
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Sample Reduction Step in A"

Le(ry letu =1 Pin'! (t)( u; {a/vH 1

where P def Aa : N.if af > 5 then error else a.

r(’r‘) letu = 'a Pin! (t) <ua {a/’y}> l
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Sample Reduction Step in A"

Le(ry letu =1 Pin'! (t)( u; {a/vH 1

where P def Aa : N.if af > 5 then error else a.

r(’r‘) letu = 'a Pin! (t)< ,{Oé/’}/}>l
80 li(pb A 2.0 x(r) oy (€1 > P){a/7}1
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Sample Reduction Step in A"

Le(ry letu =1 Pin'! (t)( u; {a/vH 1

where P def Aa : N.if af > 5 then error else a.

r('r') letu =Ig, Pin !}, (u;{a/7}) 1
'_)ﬂ\] *t(bb(uAlZ]t,3.5),c(7)) t(t) ( > P){Oé/’)/}l

Trail persistence
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Sample Reduction Step in A"

( ) letu = |a Pin! (t)<u§ {a/7}>l

where P def Aa : N.if af > 5 then error else a.

r('r') letu =Ig, Pin !}, (u;{a/7}) 1
Hﬂ\] ‘t(bb(uAl®]t,3.5),c(7) t(t)( > P){a/')/} 1
= !t(bb(uA[E].t,E.s),t(r)) N (er{a/v} > P{a/41) 1

Trail persistence
Distribute subst.
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Sample Reduction Step in A"

Leery letw =g Pin 17 ( i{a/v1) 1

where P 4f N N.if of > 5 then error else a.

le(ry letu =!I Pin 'Z(t)< '{a/’y}} . .
60 l(bb(uAl) L 3s), e(r) t(t) > P){a/v}1 Tr.all per3|stence
't(bb(uA (Z].¢,5.5), t(r)) t(t) (61{@/’}/} > P{Oé/’}/}) Distribute subst.
= 't(bb( [=1.¢,5.5),¢(r)) * t(EQ,t(t))P{a/V}l
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Sample Reduction Step in A"

) letu 'O‘Pm' ( s{a/v1) 1

where P def Aa : N.if af > 5 then error else a.

Iy letu =12 Pin 'j(t)< '{a/’y}}
=80 't(bb(uA [Z].£,3.5),¢(r) t(t) > P {O‘/’y} 1
Le(bb(uAl=] ¢ 55), t(’!)) t(t)(el{a/W} > P{a/v}) 1
!

= (b6 (uAE]LE, 5. s8), (1)) !P{O‘/V}l

Trail persistence
Distribute subst.
Trail normalisation

E.B. (UNQ, CONICET) CdBH for JL.
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Sample Reduction Step in A"

) letu 'O‘Pm' ( s{a/v1) 1

where P def Aa : N.if af > 5 then error else a.

o(r) letu =!I2 Pin 'Z(t)< ‘{a/’y}}

[

60 l(bb(uAlS 1 3s) e (r) t(t) > P){a/v}1 Trail persistence
't(bb(u AlZ] ¢,3.5), t('r)) t(t)(el{a/'y} > P{Oé/’y}) Distribute subst.

= liebA® t,5.5),e(r)) !P{a/’y}l Trail normalisation

= 't(bb(uA[E]‘t,Z‘s),t(r))
!Z(e%t(t))()\a : N.if 70 > 5 then error else a)l
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Sample Reduction Step in A"

) letu 'O‘Pm' ( s{a/v1) 1

where P def Aa : N.if af > 5 then error else a.

o(r) letu =!I2 Pin 'Z(t)< ‘{a/’y}}

[

60 l(bb(uAlS 1 3s) e (r) t(t) > P){a/v}1 Trail persistence
't(bb(u AlZ] ¢,3.5), t('r)) t(t)(el{a/'y} > P{Oé/’y}) Distribute subst.

= liebA t,5.5),e(r)) !P{a/’y}l Trail normalisation

= 't(bb(uA[E]‘t,Z‘s),t(r))
!Z(ew(t))()\a :N.if g0 > 5 then error else a) 1 Rewiring of trail vars

v
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History-Based Access Control [AbadiFournet:2003]

- =

If £ =19\G : A.M, then £ 3 N abbreviates letu = fin (u;a/5) N

delete = !‘:(“(’Z)AG.if FileIOPerm € 0oy then Win32Delete a

elsesecurityException;

cleanup
bad

!?(”T))\a.delete Qe a;
%, cleanup oy, “.\passwd"”;

f (sample cases)

o) € ¢ .
9(m(t; ¢ 2\ :NM:Nanb perms(bad) =0

i def @A perms(cleanup) def {FileIOPerm}
w0 erms(delete) def {FileIOPerm}
0(5r) = {perms(f)} P

Evaluation of I, bad a produces security exception: dpaa(s’) (s’
unspecified) occurs in the trail consulted by delete
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e The Certifying Mobile Calculus
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Mobile = Absence of local dependencies

x+y:Int J

@ Value of x 4+ y depends on z and y

» x and y are local resources

@ Hence, z + y is not mobile
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Closed terms is poor approximation

ArAy.x + gy Int — Int — Int J

@ Could be catalogued as mobile

@ This state of affairs is not reflected in the type
» Type-based static analysis for mobility?

@ Restrictive

» Mobile code could refer to other (unknown) mobile code
components
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Term constructor for mobile code

box (Az.\y.xz +y) :: O (Int — Int — Int) J

@ box term constructor for introducing mobile code

@ Mobility reflected in type
@ Type-based analysis of mobility

» Static guarantee of condition of mobility
» Correct composition of mobile code

A-FM: A
A; T+ box M : A

]

E.B. (UNQ, CONICET) CdBH for JL
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A more interesting example

unpack x asu in
unpack y asvin
boz (uv):: Olnt

@ Constructing mobile code out of other mobile components

@ Extract function from mobile code x (call it )
@ Extract argument from mobile code y (call it v)
© Build application of u to v (do not execute!)

© Reify as mobile code
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Mobility through the Justification Logic looking glass

@ [J already identified to satisfy axioms of 1S4/IS5

» Moody, Harper, Crary, Pfenning, Murphy, Walker, etc.

» IS4 interpretation: reasoning about code that can execute
anywhere (no explicit world indicated)

» IS5 interpretation: includes explicit world reference and movement
primitives

@ JL refines S4
» OA replaced by s::A (“s is a certificate of validity for A”)

Depto. de Matematica, Universidade de Brasi
E.B. (UNQ, CONICET) CdBH for JL /54



Mobility through the Justification Logic looking glass

@ [J already identified to satisfy axioms of 1S4/IS5

» Moody, Harper, Crary, Pfenning, Murphy, Walker, etc.

» IS4 interpretation: reasoning about code that can execute
anywhere (no explicit world indicated)

» IS5 interpretation: includes explicit world reference and movement
primitives

@ JL refines S4
» OA replaced by s::A (“s is a certificate of validity for A”)

What does JL add to mobility? ]
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Cert

The Certifying Mobile Calculus — A\

@ Replace mobile code with mobile units: box, M

» M is the code component
» s is the certificate component

@ Certificates

» encode type derivations
» are part of the object-language (boz; M has a certificate t00)

@ Sample code
Aa.Ab.unpack a to (u®, u®)in

unpack b to (v®,v°) in
(box 0.0 uv®)
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How are certificates used?

@ How are certificates constructed?

» Type system ensures statically that all generated certificates are
valid

@ When are they checked?

» Type system ensures statically correct certificate/code
correspondence
» They are not checked at run-time

@ The Certifying Mobile Calculus as a framework for certificate
construction and mobile code certification
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Typing Judgements

@ Mobile units assumew

A; T > M:AQuw | s
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Typing Judgements

@ Mobile units assumed to exist at certain worlds
@ Local values extant aw__)

A; T > M:AQuw | s
Depto. de Matematica, Universidade de/%rjlsi
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Typing Judgements

@ Mobile units assumed to exist at certain worlds
@ Local values extant aw__)

A; T > M:AQuw | s

@ Current term being typed at world w\
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Typing Judgements

@ Mobile units assumed to exist at certain worlds
@ Local values extant a%__)

A; T > M:AQuw | s

@ Current term being typed at world w\
@ Current certificate
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Sample Typing Schemes

VarV

Av: AQw, AT >0 0 AQu | v°

A;->M:AQu|s
AT > boxs M : [s]AQu | s

AT > M:[rlJAQuw|s A,v: AQu;I'> N : CQuw |t

_ OE
A;T > unpack M to (v*,v°) in N : CY Quw |letc sbe v : Aint
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Reduction Judgements

@ Network: set of worlds WW

W, w [k, M]
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Reduction Judgements

@ Network: set of worlds with their corresp continuation stacks
@ Node where computation is ¢

W, w [k, M]
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Reduction Judgements

@ Network: set of worlds with their corresp continuation stacks
@ Node where computation is ¢

W, w [k, M]

@ Current continuation —J
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Reduction Judgements

@ Network: set of worlds with their corresp. continuation stacks
@ Node where COWW)U'[&'[IO%)

W, w [k, M]

@ Current continuation —J

@ Current focus of computation
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Dynamics: Abstract machine reduction over multiple
nodes

Wiw: [k, MN] — W;w:[kdo N, M]
W,w: k<o N, V] — W,w:[kaV o,N]
Wiw: [k<(Aa.M)o, V] — W;w: [k, My]

Wsw : [k, unpack M to (v®,v°) in N] —
W;w : [k <unpack o to (v*,v°) in N, M]
W;w : [k <unpack o to (v°,v°) in N, boxs M| —

v

W;w : [ka (N:)O)M]

{w: Csws}yw : [k, fetch[w'| M]  — {w:C: : kyws};w' : [return w, M]
{w:C: : kywsyiw' : [return w,V] = {w: Ciws}w: [k, V"]
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Results

@ Relation to JL™

If A;T > M : AQu|s is derivable, then A’;T" + A’ | s’ (obtained
basically by erasing location qualifiers from the latter) is derivable
in JL™

@ Subject reduction (N machine state)
If ¥ - N is derivable and N — N/, then X - N’ is derivable
@ Strong normalization of typable states (by reduction to SN of A7)

All typable machine states are strongly normalizing
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6 Conclusions and avenues for further research
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Summing up

@ Overview of JL
@ Natural deduction for JL™
@ Explored two possible computational interpretations

» History-based computation (\*)
» Certifying mobile calculus (A\&™)
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A (1/2)

@ History aware lambda calculus, \*
@ Fine operations on audited units obtained by purely logical means

» Trail persistence
» Trail variable rewiring

@ Properties of A"
» Safety: Subject Reduction+Progress
» SN (for a restriction)

@ Other examples

» Abadi & Fournet’03: History-based access control
» Banerjee & Naumann’04: History-based a.c. for information flow
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A (2/2)

@ Model more examples from security domain

@ Affine nature of trail variables imposes similar restriction to term
variables

@ Expressiveness
» Cannot jump to previous point in trail
@ Explore programming idiom

» Modal term constructor introduces local scope for trail variables
» Trails maintained by the run-time system
» Trails can be discarded

letw =1 M in I N with u ¢ fmv(IV)
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Cert
AD

@ Unified framework for certificate and mobile code construction
@ Provides static guarantees for both

@ Non-dependency on local resources (mobility)
@ Valid formation of compound certificates
@ Correct certificate/code correspondence

@ From a programming languages perspective, just a teaser

» Must at least make available:
@ Imperative features (eg. references)
@ Fixed point computation
© Non-local references (¢ A)
© Certificate “polymorphism”
Az Ayxi:(ADB)DytADux-y:B
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Questions?

E.B. (UNQ, CONICET) CdBH for JL



	Justification Logic
	Hypothetical Justification Logic
	History-Aware Computation
	The Certifying Mobile Calculus
	Conclusions and avenues for further research

